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EXECUTIVE SUMMARY

The past two years have marked a turning point in Canada’s cyber defence and security policy. In “Strong,
Secure and Engaged,” the Government of Canada called on the Canadian Armed Forces (CAF) to adopt a
more assertive cyber posture. To implement this policy, the CAF will have to rely heavily on Canada’s civilian
signals intelligence agency, the Communications Security Establishment (CSE). Under the proposed Bill C-
59: An Act Respecting National Security Matters, CSE’s responsibilities will be expanded to include the
provision of technical and operational assistance to CAF and the Department of National Defence, and a
mandate to engage in defensive and active cyber operations. This paper assesses the international legal
implications arising from CSE’s expanded mandate and the risks of relying on civilians to engage in offensive
operations in an armed conflict. Looking to our five eyes partners for guidance, the paper also makes a series
of policy proposals to minimize the risks to Canadian security and international relations arising from those
implications.
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Introduction

Strong, Secure and Engaged, Canada’s defence policy released in 2017, sets out a more assertive

cyber posture and stipulates that Canada shall conduct “active cyber operations against potential adversaries
in the context of government-authorized military missions.” At this time, the Canadian Armed Forces’
(CAF) capacity in the cyber domain is modest at best.” Therefore, to pursue this policy objective, Canadian
military leaders will have to rely heavily on a civilian organization: Canada’s signals intelligence agency, the
Communications Security Establishment (CSE or “the Establishment”).

Reliance on CSE is, however, entirely dependent on the passage of Bill C-59: An Act Respecting National
Security Matters. Should this Bill become law, it will give CSE the authority to both support the CAF and
engage in active cyber operations to, “degrade, disrupt, influence, respond to or interfere with the
capabilities, intentions or activities of a foreign individual, state, organization or terrorist group as they
relate to international affairs, defence or security.” Importantly, Strong, Secure and Engaged also makes
clear that all military “cyber operations will be subject to all applicable domestic and international law, and
proven checks and balances such as rules of engagement, targeting and collateral damage assessments.™
These latter constraints, while common considerations for the CAF, are unfamiliar concepts for a civilian

organization whose core mandate has always been the collection of foreign signals intelligence.

If and how the CAF chain of command will be involved in the planning and execution of CSE’s active cyber
operations is unknown. What is apparent is that civilians will be directly involved in the selection of targets
and attack vectors, the assessment of collateral damage, and the execution of attacks in foreign states in
unprecedented ways. This reality raises a host of novel legal and policy issues for both CSE and the CAF,
not least of which is how these organizations will work together to ensure Canada complies with its
international legal obligations when engaging in cyber operations.

Broken down into four parts, this paper identifies the core international legal considerations triggered by
cyber operations and offers suggestions to help ensure CSE’s active cyber operations comply with
international law. Part I briefly outlines the mandate of CSE and its role in national security and defence, as
well as the new powers proposed in Bill C-59. Part II then identifies three critical issues likely to arise
through Canada’s engagement in international cyber operations under both the international legal regime
governing the use of force and international humanitarian law (IHL). First, unilateral action by CSE could
result in a kinetic attack on Canada in self-defence or draw Canada into an armed conflict. Second, CSE’s
civilian employees who participate in hostilities may be at risk both legally and physically. Third, due to the
nature of cyber operations, leveraging certain cyber capabilities in an armed conflict could violate the IHL
principles of proportionality and distinction. For each issue, I describe the relevant law and the possible
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implications for Canadian security and international relations and provide recommendations for
minimizing the negative consequences that could result from a more aggressive cyber posture.

The Mandate of the Communications Security
Establishment

CSE has a long history of working with the Canadian Armed Forces. In fact, the agency originated

as the Canadian military signals corps during the Second World War before evolving in the postwar era
into the National Research Council’s secretive Communications Branch.” It was not until the passage of the
Anti-Terrorism Act 2001 that Parliament gave the agency a statutory footing and publicly clarified CSE’s
powers with an amendment to the National Defence Act (NDA).”

The current mandate of CSE is
set out in Part V.1 section 273.
64(1) of the NDA. The three
elements, referred to as the
“A,” “B” and “C” mandates are
(a) foreign signals collection;
(b) electronic and information
infrastructure defence; and (c)
assistance to security and law
719 Heron Road enforcement agencies.

In the vyears since the
codification of CSE’s tripartite
mandate, communications

technology and the associated

PHOTO CREDIT: Chris Mikula/Ottawa Citizen

security risks have evolved
exponentially. Unsurprisingly,
CSE’s role in national security, cyber defence and intelligence gathering has grown with it; doubling the size
and significantly expanding the budget of the agency in recent years.” In November 2017, Minister of Public
Safety Ralph Goodale introduced Bill C-59 with the aim of “updating our national security laws to ensure
that our agencies can keep pace with evolving threats.” The Communications Security Establishment Act
(CSE Act), as proposed in Bill C-59, significantly expands the Establishment’s mandate to include: “foreign
intelligence, cybersecurity and information assurance, defensive cyber operations, active cyber operations

il
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and technical and operational assistance.” Importantly, section 20 of the CSE Act expands what is currently
“mandate C” under the NDA to include the CAF:

[t]he technical and operational assistance aspect of the Establishment’s mandate is to provide

technical and operational assistance to federal law enforcement and security agencies, the Canadian

Forces and the Department of National Defence.’

Section 19 also creates an entirely new line of operations for CSE:

the Establishment’s mandate is to carry out activities on or through the global information

infrastructure to degrade, disrupt, influence, respond to or interfere with the capabilities, intentions

or activities of a foreign individual, state, organization or terrorist group as they relate to

international affairs, defence or security."

Under the proposed act, the Minister of National Defence must authorize all active cyber operations, and

subparagraph 30(1) stipulates that the minister may do so despite, “any other Act of Parliament or of any

foreign state."" Without adopting some of the recommendations identified below, this provision may prove

to be problematic."” While parliament may authorize the violation of Canada’s international legal

obligations (even though doing so would not absolve Canada of state responsibility), this is not what

subparagraph 30(1) of the CSE Act does.”” The language in this provision only authorizes violations of

Canadian legislation or the legislation of a foreign state. It does not extend to violations of international

customary law, international treaties, or bilateral treaties which Canada has signed and ratified. As such, we

must presume that parliament intends for CSE and the minister to comply with Canada’s international

obligations when engaging in active cyber operations.

The term, “cyber operation,” is not
defined in the CSE Act. For our
purposes, we shall rely on the Tallinn
Manual, the leading text on the
application of international law in
cyber operations. This document
defines cyber operations as, “the
employment of cyber capabilities to
achieve objectives in or through
cyberspace.* The Tallinn Manual also
defines, “cyber attack,” as “a cyber
operation, whether offensive or

“How...attacks are categorized and
qualified under international law could
have  significant  implications  for
Canadian security and international

relations.”

defensive, that is reasonably expected to cause injury or death to persons or damage or destruction to

objects."” Therefore, applying the guidance of Tallinn’s international experts, CSE will be authorized under

I
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the act to conduct cyber attacks against other states. How those attacks are categorized and qualified under
international law could have significant implications for Canadian security and international relations.

Issue 1: CSE and the Risk of Armed Conflict

The effects of cyber operations can vary across a spectrum from espionage and interference on

one end, to violent physical destruction on the other. The following section outlines how the effects of a
cyber attack impact its characterization under international law, highlights some of the resulting
implications for Canadian defence and international relations and concludes with one straightforward
policy recommendation.

Use of Force

Article 2(4) of the United Nations Charter is the core prohibition on the use of force in interstate relations.
This article stipulates that “[a]ll Members shall refrain in their international relations from the threat or use
of force against the territorial integrity or political independence of any state, or in any other manner

inconsistent with the Purposes of the United Nations.”"

Defining what is a use of force is the
subject of significant debate amongst
international law scholars and
establishing a threshold for the use of
force in the cyber context is even less
settled. However, the International
Court of Justice’s advisory opinion in
the Legality of the Use by a State of
Nuclear Weapons in Armed Conflicts
instructed that the prohibition on the
threat or use of force applies
regardless of the weapon employed."”
In other words, some cyber

operations may qualify as a use of

PHOTO CREDIT: Department of National Defence

force.

Cyber operations that injure or kill persons or result in physical damage or destruction will undoubtedly
constitute a use of force.”® As Harold Koh, former legal advisor to the US Secretary of State, famously stated,
“if the physical consequences of a cyber attack work the kind of physical damage that dropping a bomb or

]
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firing a missile would, that cyber attack should equally be considered a use of force.”"® In practice, this line
is not that clear-cut. The International Court of Justice has made clear that armed actions without direct
destructive effects may also qualify as a use of force. ** As such, the question of whether a proposed CSE
action qualifies as a use of force should be a crucial consideration for Canadian officials involved in
authorizing and engaging in active cyber operations abroad.

State Sovereignty & Counter-Measures

Offensive cyber operations that fall short of a use of force may still unlawfully impinge the sovereignty of
other states. The idea that, failing a permissive rule, a state may not exercise its power beyond its territory,
and the principle of non-intervention are core elements of sovereignty.?! Without the consent of the host
state, actions taken under section 19 of the Act, in the territory of another state may violate both principles.
Moreover, if the Establishment aims its operation at the international affairs, defence or security of another
state it would “absolutely [be] unlawful because it violates that State’s right to respect for its territorial
integrity.”

On this issue, the UN Declaration on
“...any CSE operation directed within the ~ Friendly Relations provides important

guidance: “[n]o State or group of States
territory of a state under this provision  has the right to intervene, directly or
indirectly, for any reason whatsoever,

without that state’s consent will leave o .
in the internal or external affairs of any

Canada susceptible to countermeasures.” other State.” ** This prohibition is not
limited to armed or violent

intervention; all “forms of interference

or attempted threats against the
personality of the State or against its political, economic and cultural elements, are in violation of
international law.”* Despite this limit, article 19 of the CSE Act explicitly authorizes interference with the
capabilities, intentions and activities of a foreign state. Consequently, any CSE operation directed within
the territory of a state under this provision without that state’s consent will leave Canada susceptible to
countermeasures.

Countermeasures are actions that would otherwise violate international law but are permissible when used
to induce another state to comply with its international obligations,” and this too must be carefully weighed
by CSE before engaging a target. While countermeasures must be proportionate to the harm suffered, there
is no requirement that a foreign state's response to CSE’s action suspend the performance of the same or

1]
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Armed Attack

Up the scale from a use of force is an armed attack. To qualify as an armed attack, a cyber operation must
result in “considerable loss of life and extensive destruction of property,”” and these consequences must be
the foreseeable, if not intended, effects of the operation.® Experts agree that if the threshold of an armed
attack is met by a cyber operation, responding with force in self-defence under Article 51 of the UN Charter
would comply with international law so long as it is both proportionate and necessary.*

Should a state carry out a cyber-attack against Canada, it is likely that the CAF will be called upon to defend
Canadian interests with the assistance of CSE under its technical and operational assistance mandate.
Nevertheless, it is conceivable that CSE could be called upon directly to employ its active mandate in self-
defence against non-state actors whose actions, either through a cumulative series or a single attack, rise to
the level of an armed attack against Canada.” In either scenario, if a cyber-attack or CSE’s response moves
to the level of an armed attack and into the sphere of armed conflict, international humanitarian law applies.

Armed Conflict

‘Armed conflict’ is not a precisely defined term, and the existence of an armed conflict does not require a
declaration of war.” Typically, armed conflict arises through the use of military force beyond a minimum
threshold of intensity.”> Where this threshold lies varies depending on the international or non-
international character of a conflict. In either case, there is no requirement for armed forces to perpetrate
the violence, nor is there any requirement that conventional weapons be employed. Thus, cyber operations
resulting in physical damage or loss of life and meeting the threshold will trigger an armed conflict and the
application of IHL.”

Recommendation: Limit the permissible effect of CSE active cyber operations

The Government of Canada should delineate that any action undertaken under s. 19 of the CSE Act must
fall below the threshold of a use of force.”* Any CSE operation that crosses the threshold of a use of force
should only be undertaken in support of the CAF as authorized by s. 20 of the CSE Act.

Implementing this simple policy measure will decrease the likelihood that the actions of a civilian state
organization will give rise to an attack against Canada in self-defence. This policy would also reduce the
chance of CSE’s actions rising to the level of an armed attack, triggering an armed conflict with a foreign
state or non-state actor, and the application of IHL. Even with the proposed limit in place, CSE’s cyber

!
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operations could still constitute a violation of Canada’s international legal obligations, thereby resulting in
the use of countermeasures. However, before taking countermeasures, the law requires that the offended
state call on Canada to fulfill its obligations, give notice of their intent to take countermeasures, and offer
to negotiate the matter with the Government of Canada;> a process which is far more likely to be resolved
peacefully than the invocation of Article 51.

Issue 2: Civilians or Combatants?

ILLUSTRATION CREDIT: Jim Cooke/GMG

IHL grants combatants and civilians differing protections and privileges. As such, a person’s status

under the law is an important consideration. As a starting point, civilians are generally considered non-
combatants and may not legally engage in hostilities.*

When acting in support of the military in an armed conflict, unless Establishment employees take direction
and fall directly under the CAF chain of command, they will be considered civilians directly participating
in hostilities. Article 51(3) of Additional Protocol I to the Geneva Conventions 1977, stipulates that civilians
shall enjoy general protection against dangers arising from military operations, “unless and for such time

»37

as they take a direct part in hostilities.”” This principle applies equally to civilian participation in non-

international armed conflicts.®

To qualify as a civilian directly participating in hostilities or “DPH," the conduct of a CSE employee would
be assessed against three criteria: threshold of harm, direct causation, and belligerent nexus.” First, a
civilian’s action must adversely affect the military operations or capacity of a party to the conflict, or inflict
death, injury or destruction on persons or objects protected against direct attack.** Second, there must be a
{ |
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direct link between the civilian’s actions and the resulting harm. In the context of a coordinated
military/civilian operation, the civilian’s actions must be an integral part of the operation.* Third, the
actions taken by a civilian must be intended to support one party of a conflict to the detriment of another.**

Based on these criteria, CSE employees either directly supporting the CAF in an armed conflict or engaging
in active cyber operations to advance Canadian or allied interests in an armed conflict to the detriment of
other parties, will likely qualify as civilians DPH. As such, they may be targeted while conducting cyber
operations, during “measures preparatory to the execution of a specific act of direct participation in
hostilities, as well as during the deployment to and the return from the location of its execution.”* Where
an operation takes place over an extended period, the duration of the employee’s participation will extend
for as long as a causal link to the effects of the operation exists.*

Furthermore, civilians DPH do not benefit from a combatant’s immunity; meaning, they can be held
criminally liable for any damage caused, or for killing or injuring enemy personnel and civilians during
hostilities. *° Lastly, if captured, CSE employees would not benefit from prisoner of war status which bestows
a wide array of rights including humane treatment, protection from violence, adequate food, facilities and
medical aid, and repatriation at the end of hostilities.*®

!
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Recommendation: Adopt the Australian Cyber Operations Model

To protect CSE employees
and facilitate compliance
with international law,
CSE and CAF should
establish a  partnered
organizational framework
like the structure
: implemented by  the
Australian Signals
Directorate (ASD) and the
Australian Defence Force
(ADF).

PHOTO CREDIT: Australian Strategic Policy Institute

Australia is the advisable model for several reasons. First, along with CSE, and the signals intelligence
agencies of the United Kingdom, the United States and New Zealand, the ASD is a member of the “Five-
Eyes,” widely regarded as the most important intelligence alliance in the world. For the past 70 years, these
agencies have readily shared volumes of information, intelligence and knowledge of evolving threats and
how to counter them.”” Second, amongst the Five-Eyes partners, CSE and the ASD are most comparable in
terms of size and budget.*® Third, like CSE, Australia’s offensive cyber capabilities reside solely within the
ASD and - with the passage of Bill C-59 - the agencies will provide similar support to military operations.*’
Fourth, Canada and Australia’s armed forces are also of a comparable size, and have a long history of
cooperation, including most recently as partners in the International Security Assistance Force in
Afghanistan. *

These close relationships stem in large part from the country’s common values including a commitment to
human rights and the rule of law.”" Finally, despite the similarities, where Canada and Australia differ is in
the robustness and maturity of the two state’s national cyber policy. At the time of writing, Canada’s
parliament has yet to give CSE the authority to support and conduct cyber operations. Conversely, Prime
Minister Malcolm Turnbull confirmed Australia’s offensive cyber capabilities in 2016, and “Australia’s
International Cyber Engagement Strategy” published in October 2017, presents a clear picture of how the
ASD and ADF work together to “deter and respond to unacceptable behaviour in cyberspace,” and sets out

']
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While the ASD has no explicit
authority to engage in active cyber
operations independently, like CSE,
the provision of support to military
operations is not restricted to
assisting forces with intelligence
collection or securing
communications infrastructure.
Instead, the Australian Defence
Force’s Joint Cyber Unit embeds
staff within ASD, and they carry out

offensive cyber operations jointly.

Senator John Faulkner, Australia’s former Minister for Defence at the 2010 opening of

a new Cyber Security Operations Centre in Canberra.

Specifically, cyber operations are PHOTO CREDIT: Bryan Doherty

planned and executed by ASD and

the ADF’s Joint Operations Command under the direction of military leadership.” The targeting process
carried out for cyber operations is conducted in the same manner as traditional kinetic operations -by what
one might call a “cyber fires” team- and is governed by the military’s rules of engagement. The personnel
who carry out the attacks are most often civilians from ASD; however, those civilians are provided guidance
on and expected to plan their operations according to the law of armed conflict.** The Minster of Defence
approves all operations, which are subject to additional independent oversight by the Inspector-General of
Intelligence and Security.”

It is apparent that in arranging this partnership, the Australians recognized that operational planning, a
formalized process that demands situational awareness, consideration of broader mission objectives, and
an understanding of humanitarian law, is a military discipline not quickly or easily replicated in a civilian
organization.”® The Australian model also facilitates command responsibility, a principle of customary
international law that holds military commanders responsible for war crimes committed by their
subordinates if they fail to take measures to prevent crime or punish those responsible.”” At the same time,
the structure gives military commanders the opportunity to easily leverage the technical capacity of the ASD
and the expertise and experience of the directorate’s civilian employees.

L’INSTITUTDELACAD|
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Canada should adopt this model by modifying existing command and targeting structures within the CAF.
Staff from Canadian Joint Operations Command (CJOC) should be embedded within CSE to assist in
operational development. CAF should

also integrate CSE cyber teams into the y ) o o
targetlng CYCIC and Co_locate them PlClCZ?’lg CSE CZVZZZCU’ZS W1 thl?’l the CAF

within the joint fires group both at
CJOC and in forward deployed
headquarters. confusion about their status in an armed

conflict.”

chain of command would...eliminate

Placing CSE civilians within the CAF
chain of command would also
eliminate confusion about their status
in an armed conflict.”® According to Additional Protocol I (AP I), “armed forces” includes groups that are
under the command responsibility of the military and subject to that force’s internal disciplinary system.
Thus, like civilian drone operators who operate weapon systems and identify and engage targets fair away
from the front lines, under the proposed structure CSE personnel would qualify as combatants. As such,
they would not simply be legitimate targets - a status they would nevertheless acquire as civilians DPH- but
CSE personnel would benefit from a combatant’s immunity and prisoner of war status.*

Issue 3: Principles of THL

Regardless of the organizational structure adopted, CSE employees supporting the CAF in an

armed conflict or directly participating in hostilities through their active mandate will be required to comply
with IHL including the principles of distinction and proportionality.

The principle of distinction demands that military operations be directed at military objectives.®® Article 52
of AP I defines military objectives as, “objects which by their nature, location, purpose or use make an
effective contribution to military action and whose total or partial destruction, capture or neutralization, in
the circumstances ruling at the time, offers a definite military advantage.”" Distinction in the cyber domain
is problematic because of the “pervasive nature of interconnectedness among military and civilian systems
and the reliance of the military on civilian infrastructure.”® The mere use of an object by the military can
be sufficient to make it a military objective provided its destruction offers a direct military advantage.® As
a result, the reliance of the military on civilian and commercial networks, data, servers, and
communications infrastructure make these targets valid military objectives. Even a city power grid that
supplies a military’s networked command and control system would be open to attack.®*

1]
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That said, CSE is also required to

ensure that if an attack is expected to
cause damage collateral to the military CSE must evaluate whether the
objective, that the damage is not

excessive in relation to the direct and f oreseeable loss Of llfe T@SUZtZI’Zg f rom the

concrete military advantage gained®  gffack is proportionate to the military
The term “collateral damage” refers to

the incidental death of or injury o @dvantage gained from taking out the

civilians and the incidental damage and enemy s d €f€71 ces.”
destruction of civilian objects. For

example, if CSE were to engage in a
cyber attack against a power grid that
controlled an enemy’s air defence
system, the Establishment must assess the unavoidable consequences of that attack on civilian life. For
example, does that power grid also control civilian air traffic systems? If so, CSE must evaluate whether the
foreseeable loss of life resulting from the attack is proportionate to the military advantage gained from
taking out the enemy’s defences. If the incidental consequences of the attack are excessive, it is prohibited
under IHL. Moreover, if a cyber operations’ effect on civilians is uncertain, carrying out the attack would
be considered unlawful regardless of the military advantage gained.®

This rule, known as the principle of proportionality, “establishes a link between the concepts of military
necessity and humanity.”” CSE employees conducting or supporting armed attacks must be capable of
calculating the incidental effects of their actions and weighing those effects against the expected military
advantage.

To reinforce the principle of distinction, international law prohibits specific military tactics. For instance,
it is illegal to improperly use protective indicators like the Red Cross and the Red Crescent, or to improperly
use neutral party or enemy indicators such as military flags, insignia and uniforms.®® Perfidy- inviting the
confidence of adversaries and leading them to believe that you are entitled to protection under the law with
intent to betray that confidence- is also prohibited if it results in a person’s capture, injury or death.” These
are crucial considerations for CSE as cyber operations rely on deception to succeed.”

In truth, almost all cyber attack vectors involve tricking a person, a software program or a network into
believing that a message, link or IP address is or comes from a trusted source.”" As such, CSE must be aware
and cautious to avoid using prohibited tactics when planning active operations and assisting the CAF in
operations during an armed conflict. Failure to do so could lead to prosecution for war crimes.

1]
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Recommendation: Provide IHL Training to CSE Employees

Every soldier, seaman and airman or woman in the CAF is expected to know, understand and apply the law
of armed conflict. To accomplish this, the military incorporates IHL into the training received by its
members virtually from the moment they join until the day they retire. Likewise, CSE employees supporting
CAF or conducting offensive cyber operations in an armed conflict must learn to identify how international
law governs their actions. For this reason, military lawyers from the Office of the Judge Advocate General
(JAG) should provide law of armed conflict training on a continual basis to all CSE personnel deployed or
working with the CAF. JAG lawyers should also be seconded to work with CSE legal services, and IHL
training for CAF personnel must be updated to include cyber operations.

Conclusion

There is no doubt that the future of warfare will increasingly see the deployment of offensive cyber

capabilities alongside conventional weapons. Indeed, this is what the government calls for in Strong, Secure
and Engaged. Correspondingly and with growing frequency, states are affirming that international law
applies to the conduct of states in cyberspace and vowing to hold violators of the law accountable.
Implementing the policy, organizational and training recommendations outlined above, will help ensure
that CSE and the CAF plan and
conduct offensive cyber operations in
accordance with Canada’s

international legal obligations. ®

PHOTO CREDIT: Department of National Defence
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