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Introduction  

COVID-19 has marked a period of substantial rupture in international norms across security, 
global health and peace-building domains. Pre-pandemic anxieties regarding the growing 
convergence of health and security logics have been replaced by novel forms of engagement 
between civil, military, security and humanitarian groups (Elbe 2010). Worldwide, 
governments responding to the pandemic threat have used a range of tools at their disposal, 
which have almost universally included the use of security sector assets (Gad et al. 2021). 
Key global alliances such as NATO have shown the power of diversified mandates in 
response to biological cross-border threats (Tardy 2020), and the utility of such security-
orientated organizations has been demonstrated at various stages of the complex delivery of 
pandemic response measures.  

Information sharing has emerged as a particular weakness of pandemic response (Bowsher & 
Sullivan 2021). International collaboration in this regard has been notable for its lack of 
strategic notice of the emerging threat of SARS-CoV-2. Additionally, intelligence alliances, 
such as Five Eyes have been challenged to counter a range of unique threats both within and 

3



well beyond their traditional remits.   The disparate nature of health information networks, 
including early-warning tools, has illuminated poorly connected global indicator and warning 
systems in the face of well-recognized high impact threats (Lentzos et al. 2020). Furthermore, 
diverse political approaches to disease response have polarized the advancement of common 
goals and revealed health security machinery that poorly integrates intelligence approaches 
across the Five Eyes alliance (Bowsher et al. 2020). In the context of these trends, an 
important question emerges; how can the tools, systems and processes of the security and 
intelligence sectors be used to deliver improved domestic and international responses to 
health security emergencies? Importantly, how can Five Eyes better integrate health security 
capabilities into its operations whilst continuing to address the full diversity of global threats 
from cyber-warfare, to conflict and terrorism?  

The Australian scholar and former intelligence analyst 
Patrick Walsh has considered in depth, the leadership 
and governance challenges facing Five Eyes in the 
context of bio-threats and risks, particularly in regard 
to evolving genomic technologies (Walsh 2018, 2020). 
This paper seeks to expand on this important work by 
drawing lessons from the COVID-19 pandemic to 
consider emerging strategic and technical requirements 
in this space. Pragmatic approaches are required as the alliance faces a drastically altered 
post-pandemic security environment. It is plain that the health crisis has influenced almost 
every aspect of an already challenging period in international security. Strategic re-
orientations towards the Indo-Pacific, the escalation of information and cyber-warfare 
operations, the ascendance of hostile state actors such as Russia and China, and the chaotic 
drawdown in Afghanistan have repeatedly underpinned the need for operational agility 
amidst a cluttered security landscape.  

Addressing health security within these 
intelligence matrices can no longer be seen as 
a peripheral concern, rather a cross-cutting 
security issue of significance across Five Eyes. 
The UK death toll alone (at time of writing) 
exceeds 130,000 deaths – nearly twice the 
mortality of British non-combatants during the 
Second World War (Johns Hopkins Virtual 
Dashboard 2021). US Deaths sit at more than 

700,000, Canada 28,000. Australia and New Zealand, who have pursued fundamentally 
different control strategies between them have approximately 1000, and 28 deaths 
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respectively (ibid). Alongside deaths, the pandemic has triggered, according to the OECD 
‘the deepest economic recession in nearly a century’ (OECD 2021). Emerging from this 
period of profound turbulence, international governance and security regimes are pressed to 
consider anew what it really means to be secure, and what their responsibilities are in the 
protection of their populations against biological threat entities at this scale.   

In this context, the complexity of the bio-sphere presents novel intelligence requirements 
cutting across existing geo-political tectonics. Biological risks extend well beyond the 
traditional remit of Five Eyes, with biological weapons featuring only as a small element of a 
wider landscape of emerging threats. Issues such as climate change, ecological destruction 
and wildlife extinction intersect with information warfare, territorial disputes and cyber 
hostilities to produce a threat paradigm requiring expanding interdisciplinary attention. 
Zoonotic diseases (pathogens transmitted between animal and human populations) such as 
SARS-CoV-2, Ebola and the MERS have demonstrated the volatility of this space as well as 
the lack of durable international infrastructure for combatting pandemic threats. The newly 
instituted WHO Pandemic Intelligence Hub signals a shift in direction towards more focused 
approaches for delivering early situational awareness, however a reliance on genomic 
techniques risks neglecting the interplay of geo-political and strategic concerns, with direct 
epidemiological and public health consequences.  
  

Five Eyes and the COVID-19 Pandemic 
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The COVID-19 pandemic has brought into stark relief the disjointed nature of health and 
security processes governing domestic and international responses to diverse biological 
threats. Increasingly the role of the health and security sectors overlap for high income 

countries and in particular members of the Five Eyes Alliance. Walsh
 

has argued that 
‘‘initiatives such as the [GHSA] established by the Obama Administration could provide 

opportunities for ‘Five Eyes’ to increase 
awareness of potential biothreats and risks in 
addition of course to their public health 
capacity-building effects’’ (Walsh 2020). During 
the pandemic, the security sectors  of all 1

members of the alliance; Canada, Australia, 
USA, New Zealand and. the UK have been 
deployed to fulfil public health roles in support 
of domestic responses (Gad et al. 2021). 
Additionally, intelligenceAgencies, such as the 

UK’s GCHQ have been tasked with handling specific threats such as vaccine disinformation, 
whilst the CIA has been examining questions of viral origins (Fisher & Smyth 2020).  

Nevertheless, the nations of Five Eyes have individually struggled to match their highly-
sophisticated intelligence, security and associated scientific apparatuses with the impact of 
COVID-19 in the context of (perhaps most importantly) highly variable political domestic 
responses (Bowsher et al. 2021). Despite 4 of the 5 nations of Five Eyes being ranked in the 
top 5 countries in the Global Health Security Index (GHSI), performance in public health 
metrics has notably lagged behind projections. The Macdonald-Laurier Institute’s COVID 
Misery Index, a comparative tool for appraising comprehensive government responses to 
COVID-19, has singled out Canada, the UK and USA as below average for performance 
across a range of metrics. According to this ranking, Canada in particular suffered the ‘worst 
pandemic economic performance among comparable nations’ (Macdonald-Laurier Inst. 
2021). The United Kingdom’s House of Common’s inquiry has questioned why international 
expertise was not part of the UK’s advisory process, reflecting an intelligence failure that 
resulted in what the report described as “one of UK’s worst ever public health 
failures’ (House of Commons 2021).  

What has become clear is that the translation of intelligence capabilities into effective bio-/
health security responses is not a fait accompli. Although the deployment of security and 

 The term security sector is used according to the definition provided by the Geneva Centre for the Democratic Control 1

of Armed Forces. This definition understands the term to encompass “all the structures, institutions and personnel 
responsible for security provision, management and oversight at national and local levels. The security sector includes 
both actors that use force and those responsible for controlling how force is used through management and oversight”.  
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intelligence tools in response to health emergencies has increased over the course of recent 
crises, the application of such tools to anticipate and detect threats across the spectrum of 
biological hazards has not kept pace with requirements. In the 2016 ‘Exercise Cygnus’, a 3 
day pandemic influenza simulation in the UK predicted health system failure (DHSC 2020). 
The threat posed by this result was raised in the UK’s 2018 Biosecurity Strategy (HMG 
2018), however a planned inquiry into preparations for emerging outbreaks was postponed to 
give way to other parliamentary activity. Repeated failures - both real and simulated - to 
effectively synthesize current capabilities in public health and health security, with 
intelligence processes have revealed the fragile support upon which biosecurity is maintained 
across Five Eyes.   

This reality is notable given that pandemic threats have long been on the radar of 
participating nations. Professor Sir David Omand, the former director of GCHQ has written; 
“During my time as UK Intelligence and Security Coordinator after 9/11, a mutated flu 
pandemic occupied the top right-hand corner of the strategic notice risk matrix — of all the 
threats and risks, it poses the most lethal potential combination of impact and probability” 
(Omand 2020). Canada first referenced pandemics in its 2004 National Security Strategy 
within its ‘all hazards’ approach in response to the threat of SARS, and in anticipation of 
pandemic influenza (Wark 2020). The US Directorate of National Intelligence has included 
pandemics since 2009 in its annual threat assessment (DNI 2009). The UK produced a 
national biosecurity strategy in 2018 expressly aligning outbreak preparedness with the need 
for intelligence framework development (HMG 2018). Australia also, has long been 
recognized as a global leader in health security, taking a particular interest in leading on 
health security across the Asia-Pacific Region.  

Lessons from previous epi-/pandemics have been better learned by other nations following 
health emergencies ranging from SARS to MERS and Ebola. Taiwan for example, in 2004, 
established a National Command Centre for response to pandemic threats, whilst South 
Korea activated the Central Disaster and Safety Countermeasures Headquarters within days 
of the country’s first SARS-CoV-2 case (Wang 2020, Kim et al. 2021). The protocols for 
information sharing and joint response by the ASEAN network have shown the strength of 
multilateral health security intelligence coordination in this domain; the ASEAN Emergency 
Operations Centre Network for public health emergencies coordinated regional health 
intelligence sharing with member states (ASEAN 2021). The ASEAN BioDiaspora 
Regional Virtual Centre (ABVC) for big data analytics and visualization delivered regional 
situational reports using flight data to anticipate viral transmission patterns. These measures 
were developed as part of the ‘Mitigation of Biological Threats Programme Phase 2’ 
implemented in cooperation with Canada’s Weapons Threat Reduction Programme, again 
revealing the high capability hubs centred within Five Eyes nations.  
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Indicators and Warnings 

How signal of an emerging hight threat pathogen is detected is essentially an intelligence 
problem (Levy & Wark 2021, Wilson & McNamara 2020). Novel pathogens and biological 
hazards emerging sporadically across geographies, both in remote territories and closer to 
home, pose enormous challenges for international detection and surveillance systems 
(Ostergard 2020, Bernard & Sullivan 2020). Developing indicators and warnings capable of 
providing early strategic notice to be fed 
into a broader health intelligence 
framework is thus a vital imperative for 
Five Eyes as high-consequence biological 
threats continue to emerge naturally. The 
chaos around the failures detecting this 
epidemic at an early stage, as well as the 
ongoing difficulties with the WHO-China 
COVID-19 origins investigation highlight 
the need to synthesize collection methods, some of which are accessible through standard 
bio-surveillance approaches, as well as information that is more specific to the covert 
collection techniques of intelligence agencies.  

Canada took early steps in this direction following its identification of pandemics as a one of 
the eight key threat vectors in its 2004 security policy. The Federal government established a 
range of civil and military entities from the Global Public Health Intelligence Network 
(GPHIN), a biosurveillance platform based at the Public Health Agency of Canada, to the 
Integrated Threat Assessment Centre based at Canadian Security Intelligence Service (CSIS), 
which was intended to generate wide-ranging products including pandemic risk assessments 
(Wark 2020). It is generally accepted that this mechanism has failed to materialize 
substantive health security intelligence dividends in this space. The Canadian GPHIN has 
however been recognized as a world-leader for early warning situational awareness of 
chemical, biological, radiological and nuclear threats (CBRN), and has played a vital role in 
the detection of previous international epidemics such as H1N1 Influenza, MERS and Ebola. 
For reasons outlined in an independent review commissioned by the Minister of Health 
(Independent Review Panel 2021), GPHIN was sidelined in the COVID-19 response. Having 
detected a new atypical pneumonia-like disease in China, it was stopped from issuing global 
alerts and sharing early data streams. 
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This specific detection failure delayed early threat recognition by Canadian agencies which 
have traditionally collaborated with international partners. Subsequent failures of intelligence 
fusion have been replicated across Five Eyes governments. Previous work has interrogated 
the weak intelligence fusion of the UK’s COVID-19 response framework and outlined the 
absence of health security intelligence frameworks across government as a key weakness in 
pandemic response (Bowsher et al. 2020). Canada, in particular has the opportunity to 
leverage its deep experience in public health intelligence and biosurveillance by leading the 
development of stronger transnational engagement on this issue. The UK has recently 
established a new ‘Health Security Agency’ but there remains no consolidated Five Eyes 
strategy for coordinated responses to health security threats.  

Delivering improved health security intelligence is an attainable goal of Five Eyes allies; 
strengths in pathogen surveillance, genomic sequencing and public health intelligence mark a 
high capability alliance in need of a strategy (Bernard et al. 2018). The recent G7 meeting of 
world leaders reported on the need to develop approaches to improve and strengthen 
capabilities for One Health horizon scanning and intelligence, signalling a shift in 
international motivation (G7 2021). Establishing a clear policy for information sharing on 
early warning approaches coupled with intelligence coordination mechanisms for threat 
detection and response could ensure timely recognition of potential cross-border biological 
threats. There is scope for the creation of a cadre of ‘health security liaison officers’ to 
disseminate expertise across the intelligence agencies of the alliance in the same manner as is 
done for signals intelligence. Strengthening the professional and procedural health security 
intelligence infrastructure emerges as a key area of focus.   

Beyond Health: New Frontiers in International Security 

COVID-19 has demonstrated the grave risks of global health insecurity. A singular 
pathogenic threat entity opens up threat opportunities well beyond the immediate catastrophic 
population health effects. Health is ascending as a new frontier of international security, 
mobilizing strategic anxieties, condensing diplomatic efforts, and acting as a vehicle for 
traditional hostilities. Health disinformation in particular has appeared as a tool of cyber-
warfare by hostile states, and so too has the targeting of health sector infrastructure, both 
digital and physical. Throughout the pandemic the increasing involvement of health within a 
wider security paradigm has reinforced the relevance of health security intelligence as a field 
of co-operative development for Five Eyes and wider international security regimes.  
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Mis-/Disinformation 

Health disinformation has been characterized as the future of biowarfare (Bernard et al. 
2020); able to perpetuate and propagate pathogen transmission through secondary effects, as 
well as engendering hostility and violence towards health actors (Broniatowski et al. 2018). 

Disinformation operates to amplify the strategic 
influence of hostile actors through ‘soft power’ 
effects, eroding confidence and subverting 
population behaviour.  

The COVID-19 pandemic is just the latest episode 
in the developing story of false narratives and 
factual distortion in critical health events. From 
Ebola to Measles the advent of ‘fake news’ has 

implicated hostile actors from the Kremlin to North Korea in the weaponization of health 
information (Barnes et al. 2020). Misinformation is an “accidental falsehood,” shared without 
malice, while disinformation is a “deliberate falsehood,” shared in full knowledge of its 
deception and often with malicious intent. Both phenomena have been amplified during the 
course of the pandemic to the extent that the World Health Organization (WHO) took the 
novel step of declaring an ‘infodemic’ – or a crisis of information detracting from disease 
control efforts (Ghebreyesus 2020). Even prior to COVID-19, concern about the health 
effects of disinformation was increasing; during recent Ebola epidemics in the Democratic 
Republic of Congo,  disease misinformation was identified as a driver of persistent disease 
transmission, hampering public health efforts and costing lives in the process (Fidler 2020, 
Vinck et al. 2019). Measles too has been transmitted along pathways of misinformation 
spread by antivaxxers whose misinformation campaigns have also impaired immunization 
efforts for the cervical cancer-causing human papilloma virus (Boseley 2018).  

Disinformation campaigns can be traced to groups such as the Russian State-linked Internet 
Research Agency, and the Chinese Government, which amongst other activities, are seeking 
to erode confidence in US and UK linked vaccination programmes (Bernard et al. 2021). A 
report by CSIS has accused Russia of “actively spreading disinformation blaming the West 
for the virus,” and China of being “focused on a propaganda campaign that protects its 
own reputation and domestic legitimacy while touting its pandemic aid abroad” (Bell 
2020).  

A growing burden of evidence suggests that COVID-19 marks a significant inflection point; 
both in terms of the sudden growth in online participation and the diversity of health-related 
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narratives (Zarocostas 2020). In particular, the enmeshment of COVID-19 narratives with 
themes of ethnic nationalism, insurrection, civil disorder, intra-state aggression and conflict 
raises the potential of these communicative forms to disrupt domestic and global stability 
(House of Commons 2020). Reports from late 2020 indicated that the British Government 
recognized this threat and tasked GCHQ with disrupting hostile-state linked content (Fisher 
& Smyth 2020). Collaboration on this issue is a clear opportunity for Five Eyes to bring their 
existing capabilities to bear on the evolving but familiar threat modality of information 
warfare. Leveraging the power of the alliance to engage with key stakeholders such as social 
media and technology companies would also ensure a joint approach to counter the expansion 
of subversive online influence resulting in real-world health security outcomes.  

Health Sector Targeting 

The health sector has become fertile territory for assault in both physical and cyber terrains. 
Previous work from Bernard et al. (2020) has identified an increase in attacks on health 
services encompassing ‘infrastructure, medical 
devices, surveillance and outbreak response, 
research data and personnel and patient data. In 
2020 a joint advisory notice was issue by the 
US government stating that “the Cybersecurity 
and Infrastructure Safety Agency, Federal 
Bureau of Investigation (FBI), and Department 
of Health and Human Services have credible 
information of an imminent cybercrime threat to 
US hospital and healthcare providers” (CISA 2021), a threat to critical national infrastructure 
that the Director of the FBI has compared with the 9/11 attacks (Viswanatha & Volz 2021). 
Cyber-attacks on COVID19 vaccine developers have raised serious concerns that cyber-
actors are seeking to manipulate the pandemic to further strategic objectives (NCSC 2020).  

A recent study by Joyce et al. focusing on radiation oncology services has identified major 
cyber-attacks on services in the US, Ireland and New Zealand, all of which compromised the 
delivery of clinical care (Joyce et al 2021). The 2021 Waikato DHB cyber-attacks on a New 
Zealand health board had wide-ranging effects across regional health services from delivery 
of radiotherapy, to delays to the COVD-19 vaccination programme. One of the most 
publicized attacks on the health sector was the 2017 Wannacry ransomware attack, which 
particularly affected the UK’s national health service, caused failures of critical clinical 
services, and cost the UK government approximately £92 million (DHSC 2018, House of 
Commons 2018). The weaponization of health cyber-space is concerning given that the 
health sectors across the Five Eyes have not generally been afforded the same protections as 
other critical national infrastructures (e.g. energy). Reliance on legacy systems and network 
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fragmentation has resulted in vulnerable cyber-terrains towards which novel state and non-
state actors are increasingly turning their attentions (Bernard et al. 2020).  

Physical attacks and security incidents have also increased in number during the course of the 
COVID-19 pandemic. Attacks on health workers, destruction of health facilities and the theft 
of equipment have all been identified in wide-ranging escalation of aggression towards health 
services (Larkin 2021). Already a high-risk field, in 2018 health and social care worker risk 
of attack was 5 times that of all other workers, comprising 73% of nonfatal workplace 
injuries and violence requiring time off work (US Bureau of Labour 2018, ICRC 2018). 
During the pandemic however attacks have increased and a recent study by the International 
Committee of the Red Cross has recorded a third of assaults as pandemic related. A recent 
study by Garrett et al. (2021) reports an increase of 57% in terrorist attacks against health 
services since 2001 – in part due to the nature of healthcare as a “soft target” with weak 
physical security (Garrett et al. 2021). Protection by national security services has not 
reached the levels afforded to other CNIs, and sharing of best practices across Five Eyes and 
wider security alliances remains a clear pathway for strengthening in the same manner as is 
afforded to terrorism or other forms of civil disorder.  

As a sector, healthcare has been neglected as a prime concern of security and intelligence 
organizations, leaving unique proximate and distal consequences for overall population 
health and wider security. Recognizing the health sector both as a vital source of intelligence, 
and a critical sector in need of specific protections, is a universal imperative for Five Eyes 
nations who have all implemented restrictive population measures, such as lockdowns, stay at 
home orders and border closures, to prevent health systems from being overwhelmed (Garcia 
& Henry 2021). Healthcare is unique in its need to remain both accessible and secure; 
protections for the sector may necessitate greater focus on criminal &/or diplomatic sanctions 
for actors targeting physical and digital health infrastructure. The need for a joined up 
anticipatory approach is needed to embed health sector protections fully within cross-
governmental and transnational efforts on health security.  

Conclusion 

The growing calls for ‘intelligence-led approaches’ to disease control reflect an overdue focus 
from the intelligence sector on ‘health security’, a domain encompassing a variety of 
traditional and evolving threats ranging from pandemics to engineered bioweapons (Walsh 
2020, Bowsher et al. 2016, Bowsher et al. 2020, Lentzos et al. 2020). Repeated inattention to 
this critical threat paradigm demands high-level recognition from decision-makers and 
practitioners across health and security networks to remedy the systematic failures 
experienced across Five Eyes nations.  
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Coordination across Five Eyes on issues such as terrorism, provides a promising operating 
model for inter-allied liaison, especially in the context of global realignments in international 
strategy. Matching capabilities with policy to deliver strengthened health security is an 
attainable goal for the alliance and its partners. Sustaining attention on the technical and 
strategic requirements of inter-allied cooperation will require expertise from the intelligence 
and public health sectors – greater harmonization of approaches will be necessary to meet the 
ongoing challenge of COVID-19 and the certain appearance of health security threats of 
similar or even greater consequence in the coming years.  
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